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You receive hundreds of pieces of
information on digital policy.
We receive them, too.
We decode, contextualise, and analyse them.
Then we summarise them for you.

DIGITAL POLICY TRENDS IN JANUARY

TRUMP’S FIRST 100 DAYS

Although the first month of the year was uncharacteristi-
cally quiet in terms of digital developments, all eyes were on
President Trump’s 100 days and the impact of his executive
orders on global digital policy.

In particular, he left his mark on at least two main issues —
net neutrality, and privacy — with further developments ex-
pected to unfold in the coming weeks.

The newly appointed chair of the US Federal Communica-
tions Commission (FCC) — Republican Ajit Pai - is expected
to initiate a review of the Tom Wheeler's net neutrality rules
he staunchly opposed.[z With a Republican majority on the
Commission, this spells bad news for net neutrality propo-
nents, and good news for the industry.

As for privacy, Trump’s executive order on enhancing public
safety limits privacy protection only to US citizens. This reg-
ulation could invalidate the Privacy Shield, which safeguards
the privacy rights of EU citizens in transatlantic data flows.

The European Commission issued a statement that the Pri-
vacy Shield will remain, while in an interview in Malta, Euro-

pean Commissioner Vera Jourova said the EU needs reas-
surance from the USA.[%

New cybersecurity measures are expected in the coming
days.[Z More executive orders are expected to be signed,
as stakeholders watch closely for potential implications for
global digital policy.

IGF PREPARATIONS KICK OFF

No sooner had the IGF 2016 ended than preparations for the
2017 meeting kick-started. In January, stakeholders were in-
vited[? to submit contributions on what worked last year, and
what can be done to improve the overall IGF process this year.

The IGF community wrapped up its 2016 inter-sessional work
with the publication of the final outputslZ of the Policy Options for
Connecting and Enabling the Next Billion(s) initiative, and of the
four best practice forums on gender, Internet exchange points
(IXPs), Internet protocol version 6 (IPvé), and cybersecurity.

The next IGF, to be held on 18-21 December, can capitalise on
the uniqueness of the host city — Geneva — which is the seat of
many international and technical organisations covering more
than 50% of international digital policy.

Continued on page 3

Panellists debating the future of work during the World
Economic Forum Annual Meeting on 17-20 January. Read
our report on the meeting on page 2. The impact of the digi-
taleconomy on jobs is also one of the undercurrents affect-
ing digital policy developments in 2017. More on page 7.2

Credit: World Economic Forum

IN THIS ISSUE
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The observatory looks at the global develop-
ments in January. Sustainable development, e-

commerce, and legal issues were particularly
prominent.

More on pages 4 and 5

LOOKING BACK AT 2016

In 2016, the digital policy year was marked by
important developments affecting many issues.

Read our round-up of the top 20 developments.

More on page 6

PREDICTING 2017

In 2017, we can expect unsettled weather,
which will be stormy at times. But crisis opens
new possibilities for sunny spells.

More on page 7

CROSSWORD

On the occasion of Data Protection Day, test
your knowledge of the topic, your recognition

of key words, legal instruments, and names of
individuals who have left their mark.

More on page 8
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GENEVA DIGITAL DEVELOPMENTS

The International Geneva Perception Change Project of the United Nations Office at Geneva, in collabora-
tion with Fondation Eduki, organised a session dedicated to the Internet in the service of humanity, on
18 January 2017.[% The event, presented as a press conference, focused on the use of the Internet in
relation to humanitarian disasters, e-commerce, freedom of expression, and the work of the UN and its
different partners.

Le Numérique
au Service de
I'Humanité

The course,[% offered by the GIP and DiploFoundation from 23 January to 26 March 2017, assists perma-
nent missions in Geneva in actively following the field of digital politics. While improving their knowledge
of digital politics, participants will also gain the practical skills and knowledge required to follow current
Internet-related processes, such as privacy and data protection, e-commerce, and cybersecurity. The
course uses a blended learning technique, combining dynamic exchange in an online classroom with
weekly lunchtime learning sessions at the GIP.

Just-in-time
course on Internet
Governance

At its 2016-2017 inter-sessional panel on 23-25 January,[Z the UN Commission on Science and Tech-
nology for Development (CSTD) discussed innovative approaches to support the implementation of the
sustainable development goals (SDGs), and the role of science, technology, and innovation in ensuring
food security by 2030. Members of the Commission also looked at the progress made in the implementa-
tion of the outcomes of the World Summit on the Information Society (WSIS), at regional and international
level, paying particular attention to the linkages between the WSIS process and the 2030 Agenda for
Sustainable Development.

CSTD 2016-2017
Inter-Sessional
Panel

The second meeting of the CSTD Working Group on Enhanced Cooperation on Public Policy Issues Per-
taining to the Internet (WGEC),[Z on 26-27 January, was dedicated to discussions on two broad questions:
(1) What are the high-level characteristics of enhanced cooperation? (2) Taking into consideration the
work of the previous WGEC and the Tunis Agenda for the Information Society, particularly paragraphs
69-71, what kind of recommendations should be considered? Participants focused on the first question
and identified a set of high-level characteristics that enhanced cooperation should present, including
being transparent, inclusive, result-oriented, and responsive to innovation, and giving consideration to
underrepresented groups. There were divergent views on the role of non-governmental stakeholders
in the policy process, and on whether new mechanisms are needed. The next meetings are expected to
take place in May and October.

Second meeting
of the CSTD
Working Group
on Enhanced
Cooperation

The workshop,[Z on 27 January, explored the practical implications of assessing cybersecurity risks at
national level, in large organisations, and at the level of critical infrastructures. After a broad discussion
on top security threats in 2017 and beyond, participants exchanged information and experiences regard-
ing strategies, tools, and methodologies used for assessing cyber risks within their entities. The role of
standards and standardisation organisations in managing cybersecurity vulnerabilities and risks was
also discussed.

ITU Cybersecurity
Workshop:
Cybersecurity and
Risk Assessments
in Practice

WORLD ECONOMIC FORUM LOOKS AT THE FUTURE
OF THE DIGITAL ECONOMY

The 47th WEF Annual Meeting, which took place in Davos-
Klosters, Switzerland, on 17-20 January[% brought together
leaders from across business, government, international organ-
isations, academia, and civil society, to discuss several digital
policy issues.

The future of the digital economy was an overarching theme for
many sessions, exploring aspects such as the digital transfor-
mation of industries, the fourth industrial revolution and its im-
plications (in areas such as gender equality and jobs), the need
for shared norms and rules for the digital economy, and trust-
based collaboration among stakeholders. Security and crime in
the digital era were part of the discussions. During the meeting,
WEF launched a report on Advancing Cyber Resilience: Principles
and Tools for Boards[% which outlines a series of principles and
tools for companies to tackle cybersecurity risks and ensure the
resilience of their information infrastructures.

The advancements in the field of Internet of Things (loT) and ar-
tificial intelligence (Al) were also discussed, as participants ex-
plored policy implications and outlined the need for principles

and standards to ensure that loT and Al products bring benefits
to society as a whole, while minimising the risks. Trustworthy
online information, a topic that has attracted a lot of attention
lately, was also discussed, with a focus on possible modalities
for balancing freedom of expression with the need to educate
users on how to differentiate between real and misinformation.

WEF participants took the opportunity to launch new initiatives
and agree on future actions. In one example, major financial ser-
vice providers, global IT and telecom companies, and UN entities
agreed on six principles on public-private cooperation aimed at
facilitating digital cash payments in crisis-affected populations.[2

As has been the case at many other high-level events recently,
the Agenda for Sustainable Development also featured high in
Davos. World leaders discussed the challenges of globalisation
and the increasing anti-globalisation trends. Many of the debates
revolved around the need to identify modalities for reforming the
governance of globalisation processes[% with a view to making
them better suited to contribute to global growth and develop-
ment.

[% This icon indicates that there is more background material in the digital version. Alternatively, visit dig.watch for more in-depth information.
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ANALYSIS

DIGITAL POLICY TRENDS IN JANUARY

Continued from page 1

IGF 2017 M.
GENEVA
18-21 DEC

2016

The IGF can also capitalise on the vibrant digital research
scene involving CERN (the European Organization for Nu-
clear Research), the EPFL (Ecole polytechnique fédérale de
Lausanne), and the University of Geneva.

CYBER-SAGA BETWEEN THE USA AND RUSSIA
CONTINUES

A new report by the US intelligence services, published in
early January, concludes with ‘high confidence’ that the Rus-
sian President was behind an influence campaign aimed at
the US Presidential election.[z Russia has denied these ac-
cusations. Meanwhile in Russia, three cybersecurity special-
ists connected to the Kremlin were arrested over allegations
that they were spying for Washington.[

The ongoing tension between the USA and Russia marked
the beginning of the year, sparking more concern over the
ability of the two countries to resolve their cyber-tensions. It
remains to be seen whether the new US administration will
make a difference.

SETTING THE SCENE FOR 2017

The predictions for 2017CZ are based on a backdrop that is in-
fluencing digital policy developments, one that will test long-
standing notions related to Internet development.

Over the last two decades, globalisation and the growth of the
Internet have been closely related. Looking ahead, the crisis of
globalisation will have an unavoidable impact on the Internet:
if the crisis leads to further restrictions in the movement of

Average intensity in
use of ICT at work

1.0 4

people, capital, and goods across national borders, the same is
likely to happen with Internet traffic —in addition to a more frag-
mented Internet which could affect many segments of society.

Jobs and employment, which will be high on political agen-
das in 2017, are directly affected by the digital economy. An
increase in digital technology is often interpreted as leading
to fewer available jobs.

According to the World Bank’s 2016 World Development Re-
port[% jobs held by hotel and restaurant managers are less
likely to be automated, while financial professionals are most
likely to be replaced by computers. The digital industry, will
increasingly come under pressure to contribute to solving the
social costs of fast digital developments.

The adage that the Internet changes the way we live, work,
and entertain has become a daily reality. Gadgets are evolv-
ing from interesting to essential devices, affecting our daily
routines and deeper cultural patterns.

Discussion on the social impact of the Internet must be care-
fully balanced. While our goal might be to address the nega-
tive aspects (reduction of social cohesion and solidarity, less
critical thinking), we may end up undermining numerous
positive digital developments.

It is against this backdrop that digital policy is expected to
develop in 2017. More on page 7L2 Turn to pages 4-5 for more
digital policy developments in January.[2
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The World Bank’s 2016 World Development ReportlZ illustrates the impact of technology on jobs. Credit: World Bank
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DIGITAL POLICY: DEVELOPMENTS IN JANUARY

Global IG
Architecture

y

increasing relevance

The IGF community wrapped-up its 2016 intersessional work, with the publication of the final outputslZ of
the Policy Options for Connecting and Enabling the Next Billion(s) initiative, and of the four best practice
forums on gender, IXPs, IPvé, and cybersecurity. Preparations for the 2017 cycle have already started, as
stakeholders have been invited to submit contributions on how to improve the IGF process.[2

Members and observers of the CSTD Working Group on Enhanced Cooperation gathered for the group’s
second meetinglZ to discuss the characteristics of enhanced cooperation in Internet governance, and
possible modalities for achieving it. More on page 2.2

Sustainable
development

y

increasing relevance

At its 2016-2017 Inter-Sessional Panel, the CSTD looked at how the implementation of the SDGs could
be supported by innovative approaches, and discussed further linkages between the 2030 Agenda for
Sustainable Development and the outcomes of the WSIS process.[Z More on page 2.[%

The Inclusive Growth and Development Report 2017[% published by WEF, underlined the slow growth and
rising inequality at global level, and suggested several policy and institutional approaches that could
contribute to more sustainable and inclusive growth and development. Among the recommendations,
enhancing access to Internet services and infrastructure and maximising the growth and employment
potential of Internet-enabled trade were seen as particularly important. More on page 2.2

The first UN World Data ForumlZ was marked by the launch of the Cape Town Global Action Plan for Sus-
tainable Development Data.lZ The plan calls for recognition of the fact that national statistical systems are
essential to the full implementation of the Agenda 2030, and proposes a series of objectives and actions
for addressing key statistical capacity building needs.

Security

same relevance

In the USA, a report published by intelligence servicesconcluded, with ‘high confidence’, that ‘Russian
President Vladimir Putin ordered an influence campaign in 2016 aimed at the US presidential election'[2
The expert community, however, commentedL? that the report does not provide sufficient information for
attributing, with high certainty, the attacks to the Russian authorities.

Cellebrite, an Israel-based company that offers services of breaking into protected mobile phones (in-
cluding to governments and law enforcement agencies around the world), confirmed a breach of its serv-
ers.[2 The event has sparked concernlZ that the company’s encryption-breaking technology could be sold
to the highest bidder.

The US Federal Trade Commission (FTC) filed a lawsuit against Taiwan-based computer networking
equipment manufacturer D-Link for failing ‘to take reasonable steps to secure its routers and Internet
Protocol (IP) cameras, potentially compromising sensitive consumer information’[Z D-Link denied the ac-
cusations[ZA report released by the Ponemon Institutel% has revealed that around 80% of loT applications
and 71% of mobile applications are not tested for vulnerabilities, raising security concerns.

The Federal Security Service in Russia announced that major commercial banks in the country were
targeted by a massive cyber-attack by hackers in November last year.[Z A report from security firm Risk
Based SecuritylZ reveals that the year 2016 set new records in terms of data breaches: there were 4,000
data breaches reported over the year, exposing over 4.2 billion records.

E-commerce
& Internet
economy

y

increasing relevance

Colombia has passed new rules that impose a 19% value added tax on Internet services paid by credit card,
primarily targeting over-the-top (OTT) services such as Netflix, Uber, Spotify, and AirBnB.% In Canada, the
government is considering imposing a so-called Netflix tax(% on digital services bought from foreign com-
panies over the Internet.

In the UK, thousands of eBay and AirBnB users are being pursuedl” by the British tax office for not declar-
ing their earnings through the ‘sharing economy’. The government of Indonesia has started an investigation
into Google's tax practice,[% accusing the company of owing the state more than $25 million in taxes.

Digital rights
-
s

same relevance

At the conclusion of their 12th Human Rights Dialogue (in Brussels on 10 January), the African Union and
the EU expressed their commitment to promoting and protecting freedom of expression and the right of
access to information in the digital age.[Z The European Court of Human Rights has ruled[® that security
concerns are not a sufficient reason to deny a prisoner Internet access, as this represents a violation of
the prisoner’s right to freedom of expression.

The European Commission has proposed a new set of privacy rules, also applicable to Internet compa-
nies.[Z Turkey has announced plans to develop a domestic search engine and email service compatible
with its national culture and values,[Z while a new regulation in Vietnam will enable the Ministry of Infor-
mation and Communications to demand that content providers take down or block content representing
‘ill-intended and toxic’ information.[2

David Kaye, UN Special Rapporteur on the promotion and protection of the right to freedom of expres-
sion, has warned that age-verification checksl% introduced by the UK government to prevent children
from accessing online pornography could ‘give the government access to information of viewing habits
and citizen data’, which would breach international law.



https://eeas.europa.eu/headquarters/headquarters-homepage/18485/joint-communique-12th-au-eu-human-rights-dialogue-brussels-belgium-10-january-2017_en
http://hudoc.echr.coe.int/eng#%7B%22itemid%22:[%22001-170354%22]%7D
http://europa.eu/rapid/press-release_IP-17-16_en.htm
https://turkeyblocks.org/2017/01/06/turkey-building-domestic-search-engine-and-email/
http://tuoitrenews.vn/society/39085/vietnam-reserves-right-to-block-toxic-internet-content-circular
http://www.telegraph.co.uk/news/2017/01/12/age-checks-stop-children-accessing-online-pornography-breach/
http://www.rapidtvnews.com/2017010645658/colombia-taxes-ott-and-mobile-services.html#axzz4WyXXINth
http://www.cbc.ca/news/politics/sales-tax-netflix-bell-rogers-digital-melanie-joly-bill-morneau-internet-1.3937955
http://www.dailymail.co.uk/news/article-4100624/Thousands-AirBnB-eBay-users-hit-tax-raid-Families-make-extra-income-online-targeted-HMRC-crackdown.html
http://www.thejakartapost.com/news/2017/01/19/govt-starts-investigating-google-tax-case.html
https://digitalwatch.giplatform.org/events/cstd-2016-2017-inter-sessional-panel
http://www3.weforum.org/docs/WEF_Forum_IncGrwth_2017.pdf
https://digitalwatch.giplatform.org/events/un-world-data-forum
http://undataforum.org/WorldDataForum/wp-content/uploads/2017/01/Cape-Town-Action-Plan-For-Data-Jan2017.pdf
https://www.intgovforum.org/multilingual/content/new-igf-resources-now-available
http://www.intgovforum.org/multilingual/content/igf-community-public-consultation-call-for-inputs-taking-stock-of-the-2016-work-program-and
https://digitalwatch.giplatform.org/events/cstd-working-group-enhanced-cooperation-2nd-meeting
https://www.dni.gov/files/documents/ICA_2017_01.pdf
http://www.theverge.com/2017/1/6/14191002/us-releases-declassified-report-on-russian-hacking
http://www.cellebrite.com/Mobile-Forensics/News-Events/Press-Releases/cellebrite-statement-on-information-security-breach
http://www.vanityfair.com/news/2017/01/a-hacker-just-proved-that-apple-may-have-been-right-about-the-fbi
https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-d-link-put-consumers-privacy-risk-due-inadequate
http://supportannouncement.us.dlink.com/announcement/publication.aspx?name=SAP10069
https://www.arxan.com/wp-content/uploads/2017/01/2017_Security_IoT_Mobile_Study.pdf
http://www.reuters.com/article/us-russia-banks-cyberattacks-idUSKBN15B0WT?feedType=RSS&feedName=internetNews
https://pages.riskbasedsecurity.com/hubfs/Reports/2016%20Year%20End%20Data%20Breach%20QuickView%20Report.pdf?utm_campaign=2016+Year+End+Data+Breach+QuickView+Report&utm_source=hs_automation&utm_medium=email&utm_content=41076100&_hsenc=p2ANqtz-8uq4ppRa4w0ixiz5OwnE8Tt7fu48rPB9EhCstJhuZ0m-yOay9r_NFTddgsfAzMw6ZSEmcEaAnKspMyHYBVRrKjczoykw&_hsmi=41076100
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In the Microsoft case, the court’s ruling over data held in Ireland stands, after the US Court of Appeals for
the Second Circuit denied a rehearing of the case.%

J r- d t- n & Uber and the Roads and Transportation Authority (RTA) in the Emirate of Dubai have signed an agree-
uris I_C 10 mentl% under which the company will be able to use 14,000 vehicles through its app ‘as per the laws
Iegal ISSUES  governing the operation of taxis and limousines in Dubai emirate’.

The Committee on Legal Affairs in the European Parliament has adopted a report[% outlining recommen-
dations for the introduction of ‘civil law rules on robotics’. The report, published in draft version in May
2016, proposes the elaboration and adoption of an EU ‘legislative instrument’ to tackle legal questions
related to the development of robotics and Al.

increasing relevance

In China, the government has launched a campaign aimed at shutting down providers of services such as
virtual private networks and content delivery networks, which do not have authorisation ‘to run cross-
border operations’. These services are often used to bypass Internet restrictions in China.[2

The government in Cameroon ordered an Internet shutdown to the country’s two main English-speaking
regions, after Anglophone teachers, lawyers, and students went on strike over alleged bias in favour of
Francophones” The regions have been without Internet since mid-January.

Infrastructure
The Marshall Islands have faced several weeks of Internet blackout, due to problems with an undersea fi-
bre optic cable. While phone and Internet communications have been switched to satellite, authorities have
limited access to email and important facilities like airports, emergency services, etc[%

ICANN and the US government have agreed[? to terminate the Affirmation of Commitments (Aol), a 2009
document which outlined, among others, ICANN's commitments to openness and transparency, and regu-
lar community reviews of its work. These commitments are now incorporated into the revised ICANN by-
laws.

same relevance

. The net neutrality rules adopted by the US FCC in 2015 might be at risk, as the Commission’s newly ap-
Net neUtrallty pointed chairman is expected to initiate a review.[2 Meanwhile, in a report outlining the results of a policy
review conducted in 2016,[Z the FCC expressed concerns over AT&T's and Verizon's zero-rating services,

seen as presenting significant risks to consumers and competition.

The Telecom Regulatory Authority in India (TRAI) has launched a new public consultation on net neutral-
ity [ asking for input from stakeholders on the core principles of net neutrality and practices that might

increasing relevance . | ane
be seen as violating these principles.

NeW In the USA, four senators have reintroduced[? a draft bill aimed at ensuring ‘appropriate spectrum plan-
techno'ogies ning and interagency coordination to support the loT". In parallel, the country’s Department of Commerce
(lOT AI etc ) (DoC) hasissued a Green Paper on Fostering the Advancement of the loT[% outlining several principles aimed

’ ’ - at guiding any future DoC activities in this area. The paper was accompanied by the launch of a public
consultation[Z inviting comments on potential roles for the government in sustaining loT development.

The European Telecommunications Standards Institute has launched[? an Industry Specification Group
on cross-sector Context Information Management for smart cities applications and beyond, to work on
same relevance the development of specifications and protocols for smart cities interoperability.

AHEAD IN FEBRUARY

21 FEB

GIP Briefing for Heads of
Missions: Digital Policy

in South Eastern Europe
(Geneva, Switzerland)

17-19 FEB
Munich Security
Conference 2017
(Munich, Germany)

14 FEB

'WSIS Forum 2017 Open
Online Protection - Consultation Process:

13th Meeting Second Physical Meeting
(Geneva, Switzerland) (Geneva, Switzerland)

e K]

2 FEB
ITU CWG Child

6-8 FEB

NANOG 69
(Washington DC, USA)

K

FEBRUARY MARCH

27 FEB
UN Human Rights

Council - 34th Session
(Geneva, Switzerland)

20-24 FEB

UN Group of
Governmental
Experts: Third Meeting
(Geneva, Switzerland)

15 FEB
Cyber Security for

Critical Infrastructure:
Strengthening Confidence
Building in the OSCE
(Vienna, Austria)

K

3,6-7 FEB
ITU CWG-Internet:
4th Open
Consultation[% o
and 9th Meeting I'_.
(Geneva,
Switzerland)

7-8 FEB

ITUCWG-WSIS -
30th Meeting

(Geneva, Switzerland)

K K] K]

For more information on upcoming events, visit dig.watch/events )
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The digital policy year in 2016 was marked by several important developments, covering issues
ranging from privacy and data protection to cybersecurity, and from jurisdiction to the loT and Al. In
this review, we look at the top 20 developments.
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2. Apple/FBI case brings privacy, security, encryption,
and surveillance into sharper focus. Apple’s refusall? to
assist the FBlin unlocking a cell phonel% triggered intensive
debates.

1. Cyberpeace: between Cold War and détente. Several
developments illustrated the securitisation of cyberspace:
from the cyber tension between the USA and Russia[ to
NATO declaring cyberspace as an operational domain.[

.
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4. Measures are introduced to combat violent extrem-
ism online. Companies worked on deleting social media

®ecccccccccec’

3. Tech companies enhance encryption for users. In the
aftermath of the Apple/FBI controversy, tech companies
sought to enhance or tighten encryption, with the aim of  accounts,[Z and filtering content,[Z while the issue was dis-
protecting users’ right to privacy. cussed by the UN Security Council,[Z the G7,[2 and BRICS.[Z
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6. DDoS attacks bring loT security into sharper focus.
Large attacks utilising smart devicesl% generated discus-
sions on the responsibility of vendors for the security of
their products, and on the need for standards.
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5. Cybercrime increasingly exploits vulnerabilities. Cy-
ber-attacks increased and became more sophisticated,
ranging from theft of user informationz to exploitation of
zero-day flaws[Z and cyber-espionage.[
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7. Artificial intelligence: new applications and growing
concerns. As progress continued (e.g. self-driving cars[2
applications for automatic detection of hate speech onlinel?),
policymakers started exploring more carefully the social,

8. SDGs and Internet access permeate digital policy dis-
cussions. Several discussions solidified the view that ef-
forts to connect the unconnected contribute to attaining the
SDGs. Innovative solutions for increasing universal access

economic, and ethical implications. attracted more attention.

.
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9. Debates on data governance increase after a series of 10. Privacy Shield is adopted; framework replaces Safe
data breaches Issues of data protection and security have  Harbour. The new EU-US Privacy Shield for transatlantic
risen on the political agenda, and governments areincreas-  exchanges of personal datal% was challenged in court.[%

o000 0c00c0cce,

ingly adopting data localisation rules.
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11. Courts rule on privacy, and data retention. Judgments
shaped the application of users' right to privacy, in cases in-
volving employers access to employees’ communications,[2
and general data retention by Internet providers.[
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12. Continuation of restrictions to Internet services. Re-
strictions to Internet services worldwide raised concerns
over freedom of expression. The UN Human Rights Council
called on countries to refrain from such measures.[2
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13. New guidelines on net neutrality emerge alongside
fresh debates on zero rating. In the EU, stronger net neu-
trality rules were introduced.[Z In the USA, Facebook initi-
ated talks with the government over Free Basics,[Z while
the service was banned in India.l%

14. Digital revolution fosters economic growth. This mes-
sage was stressed at the G20 Leaders’ Summit,[% and un-
derlined by UNCTAD when launching the eTrade for All ini-
tiative.l2
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15. New guidelines for the sharing economy were issued
by the European Commission,[Z addressing concerns over
the uncertainty of rights and obligations arising from the
sector. Courts were asked whether Uber is a transport ser-

16. Apple ordered to pay Ireland €13 billion in taxes; other
companies hit by new investigations. In motivating its or-
der, the European Commission argued that the Apple-Ire-
land agreement involved unlawful state aid..2

vice provider or a digital platform.
Cee _oo---ooooo---ooooo---ooooo---ooooo---ooooo---ooooo---ooooo---ooooo---ooooo---ooooo---ooooo..

18. Fake news and filter bubbles make the headlines. In
the context of the US Presidential election, the role of inter-
mediaries in the spread of false news attracted attention.[2
Should they be de facto regulators of content?
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17. Court cases tackle intellectual property rights. Goog-
le's Java case was a major win for proponents of the fair
use principle. In the EU, new copyright proposalslZ were
met with mixed reactions.
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19. Microsoft case delineates extent of jurisdiction. A US
court ruled that the government could not use a search
warrant to force Microsoft to turn over e-mail communica-
tions stored in Ireland.2

20. IANA stewardship transition is completed. Despite
last-minute developments, the stewardship of the IANA
functions was transitioned from the US government to the
global Internet community. Work on enhancing ICANN's ac-
countability continued throughout the year.[%

eee
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For a more comprehensive overview of these developments, refer to
N Top digital policy developments in 2016: A year in review.[2
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FORECAST FOR 2017: UNSETTLED WEATHER, STORMY AT TIMES,
WITH SUNNY SPELLS

The political and economic turbulence ahead will lead to unsettled weather. But crises open new possibilities.
Digital growth is expected to accelerate, and to further test the ‘techno-absorption capacity’ of modern society.
Set against a backdrop of the globalisation crisis, the impact of the digital economy on jobs, and the impact of
the Internet on society, how exactly will digital policy developments be influenced? What follows are the top

predictions for 2017.
Cyber geopolitics: between conflict and cooperation

The cybersecurity discussion will focus more on the vulner-
abilities of modern society and possible ways to overcome
cybersecurity risks. The topic will surface in debates on
national security, the fight against violent extremism, and
ensuring the personal security of Internet users. At inter-
national level, cybersecurity will feature prominently on the
agendas of the G7, the G20, and other high-level events.

Encryption: security and privacy

Last year's Apple/FBI controversy gave rise to many dilem-
mas surrounding the balance between privacy and security.
These dilemmas are expected to resurface this year, and,
sooner or later, stakeholders will need to reach a compro-
mise. Public-private partnership could be a compromise
arrangement which would ensure the protection of public
interest and avoid heavy regulatory pressure on the Internet
industry.

Content policy, fake news, and violent extremism content

Combating violent extremism online will remain high on the
policy agenda in 2017. In addition, a solution will be sought to
the question of ‘fake news/, oscillating between holding In-
ternet companies responsible and focusing more on improv-
ing social media literacy among Internet users.

Powerful interplay: Al - loT - Big data

As the interplay between Al, loT, and big data is likely to be
further strengthened in 2017, governments and the private
sector will continue to explore implications (and possible
solutions) in areas such privacy and security, social and eco-
nomic consequences, ethics, and accountability.

ARTIFICIAL
INTELLIGENCE

BIG - B INTERNET
DATA g Nerate WO o OF THINGS

< ‘Mount of

D/PLO

The interplay between the three technology sectors of Al, the loT, and
data is likely to be further strengthened in 2017.

Data governance and data localisation

Two trends are likely to dominate in 2017. First, data govern-
ance will need to be addressed in a more comprehensive
way, since a solution aimed at one area may directly affect
other aspects. Second, we can expect further pressure on
data localisation requirements, with increased costs for In-
ternet businesses.

Digital trade and the Internet economy

Digital trade, as an engine of economic growth, could be a
way of containing the protectionist wave expected in 2017.
This could be best illustrated in the EU, where the digital
single market may have wider strategic relevance: if further
harmonisation is achieved, this may help to reverse the cur-
rent anti-integration tide in the EU policy space.

ICANN after the IANA transition

For years, ICANN-related issues have been at the top of the
policy agenda. This is unlikely to be the case in 2017, as the
IANA stewardship transition is not likely to be reversed by
the new US administration. ICANN’s main focus in 2017 will
be on the new generic top level domains.[Z A potential con-
troversy could be triggered by the question of jurisdiction of
US courts over ICANN.

Digital policy shaped by court decisions

In 2016, courts played an increasingly important role in
shaping digital policies. This development is likely to accel-
erate in 2017 with national and regional courts filling digital
policy gaps and addressing questions of cybercrime, con-
tent removal, role of intermediaries, freedom of expression,
protection of personal data, and mandatory data retention
requirements, to name a few.

Connecting the dots among digital policy silos

In 2017, many activities will focus on mapping common ele-
ments and identifying ‘boundary spanners’ that will create
linkages between different digital policy silos. These include,
among others, the CSTD Working Group on Enhanced Coop-
eration, the WSIS Forum,[Z the WTO Public Forum,[% and the
IGF.2

Digital realpolitik: from values to interests

The global shift to realpolitik could trigger several major
consequences in the digital policy field. Realpolitik may po-
liticise issues dealing predominantly with technical aspects
such as digital standards. It may also challenge the inclu-
siveness principle that has been introduced in the digital
policy ecosystem over the past few decades, and may create
a shift from global discussions towards bilateral deals and
plurilateral arrangements. On the positive side, realpolitik
may deflate digital policy bubbles and contribute towards
creating a basis for more solid and sustainable technological
development.

Adapted from Dr Jovan Kurbalija's Digital Politics in 2017:
Unsettled Weather, Stormy at Times, with Sunny Spells.[%
Read the full text for a more comprehensive overview of
these predictions. The text also describes the context for
the 2017 developments in more detail, and lists the main
events to watch out for.
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TEST YOUR KNOWLEDGE ON PRIVACY AND DATA PROTECTION

The 11th anniversary of Data Protection Day (also known as Privacy Day, outside Europe) fell on 28 January. Initiated by the
Council of Europe (CoE) as the date the Data Protection Convention - or Convention 108 - was opened to signature, it is cur-
rently marked in 47 European countries, and the United States, Canada, and India. The initiative is focused on raising aware-
ness about privacy through education.

Complete our crossword and test your knowledge of Privacy and Data Protection, recognising key words, legal instruments,
and names of individuals who have left their mark.
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Across 3 Adata _____ is the term used in legislation to

4 Adigital _________ is used as a method of authenticating describe an individual to whom the data relates to. (7)
the identity of individuals on the Internet. (9) 8  AnAustrian lawyer and privacy activist who requested the

5 A____ private network allows users to create a Irish data protection watchdog to investigate Facebook’s
secure network connection over a public network, such as European privacy practices leading to the invalidation of
the Internet. (7) the Safe Harbour framework. (3,7)

6  Aterm used to refer to an individual who uses advanced 9  Family/last name of the first-ever Special Rapporteur on
computer skills to penetrate into or misuse computers. (6) the right to privacy. (9)

7  The whistleblower who, in May 2013, leaked top secret 11 The process of converting information or data into a code,
information about the NSA's surveillance activities. (6,7) in order to prevent unauthorised access. (10)

10 Identity __ is the act of stealing another individual's 12 A 2014 resolution of the UN General _____ calls upon
personal information to impersonate the victim, often for member states to ‘respect and protect the rights to pri-
financial gain. (5) vacy, including in the context of digital communications’. (8)

%4 The ' Charter is the nickname given to the 13 A person must be specifically asked for it, if their sensitive
UK's Investigatory Powers Act 2016. (8) personal data are to be processed. (7)

18 The abbreviation for a protocol for secure and private com- 15 ThePrivacy _______ is the name of the new framework
munication over a computer network which is increasingly for transatlantic exchanges of personal data for commer-
deployed by Internet companies. (5) cial purposes between the European Union and the United

19 Aterm which describes the principle of keeping personal States. (6)
data private or restricted to authorised persons. (15) 16 Acronym for a controversial US draft bill which aimed at

expanding the ability of the US law enforcement to com-

Down bat online copyright infringement and online trafficking in

1 The International Covenant on ____ and Political counterfeit goods. (4)

Rights is one of the main global legal instruments for the 17 Aprivacy ___________ is a document that clearly defines
protection of privacy. (5) the way a party gathers, uses, discloses, and manages a

2 Aterm used to describe a software code that gives access customer or client’s data (Hint: The text that many users

to a program or service, circumventing normal security usually skip to read by clicking ‘Next’) (6)

protections. (8)
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