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Countering terrorist content was a special focus of the G7 Interior Ministers’ meeting (Ischia, Italy, 
19–20 October).  The ministers discussed the issue with representatives of Facebook, Google, Mi-
crosoft, and Twitter, and agreed that the private sector should find solutions for removing content 
within 1–2 hours,  thus reiterating a call by the Britain’s Prime Minister Theresa May last month.  
Emphasising the importance of ‘building mutual trust’ with the Internet industry, the G7 also com-
mitted to ‘explore the design and implementation of a global law enforcement platform, hosted 
by Interpol’ to investigate terrorist content. This was the first time that the Internet industry was 
invited to a G7 meeting.

In a joint meeting of the Economic and Social Council (ECOSOC) and Second Committee of the UN Gen-
eral Assembly, the UN Deputy Secretary-General warned that despite profound potential for accelerat-
ing progress on the SDGs, technology risks exacerbating existing inequalities if technological progress 
is not managed well.

A new ransomware, Bad Rabbit, spread around the globe using the help of a leaked NSA exploit 
exposed by a hacking group, security researchers confirmed.
A new report has said that ‘basic IT security’ could have prevented British hospitals – who had 
been earlier warned to patch their systems – from being attacked by the WannaCry ransomware 
outbreak in May.  Meanwhile, the British security minister said that ‘it was widely believed in the 
community and across a number of countries’ that North Korea was behind WannaCry.
Yahoo! has confirmed that all 3 billion accounts were hacked in 2013. Last December, the company 
had said that data from over 1 billion accounts were compromised back then; this month’s confir-
mation triples the number of the largest breach in history.
The security protocol used to protect the majority of Wi-Fi connections around the world – known 
as the WPA2 protocol – has been broken. This has exposed ‘all Wi-Fi networks to malicious eaves-
droppers and attacks’, researchers confirmed.
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https://dig.watch/events/g7-meeting-ministers-interior
http://www.g7italy.it/sites/default/files/documents/Joint%20Communiqu%C3%A9.pdf
https://www.gov.uk/government/speeches/pm-speech-at-unga-preventing-terrorist-use-of-the-internet
http://www.independent.co.uk/news/world/europe/g7-italy-internet-giants-online-terrorism-social-media-isis-al-qaeda-interior-ministers-a8009611.html
https://www.un.org/sg/en/content/dsg/statement/2017-10-11/deputy-secretary-generals-remarks-joint-meeting-economic-and-social
http://www.zdnet.com/article/bad-rabbit-ransomware-spread-using-leaked-nsa-eternalromance-exploit-researchers-confirm/
http://www.zdnet.com/article/wannacry-ransomware-hospitals-were-warned-to-patch-system-to-protect-against-cyber-attack-but-didnt/
http://www.independent.co.uk/news/uk/home-news/wannacry-malware-hack-nhs-report-cybercrime-north-korea-uk-ben-wallace-a8022491.html
http://www.reuters.com/article/us-yahoo-cyber/yahoo-says-all-three-billion-accounts-hacked-in-2013-data-theft-idUSKCN1C82O1
https://www.theguardian.com/technology/2017/oct/16/wpa2-wifi-security-vulnerable-hacking-us-government-warns
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The pan-European data regulator, the Article 29 Working Party (WP29), has set up a taskforce to 
tackle concerns over user data sharing by Facebook and WhatsApp.  Meanwhile, the regulator is-
sued new guidelines on personal data breach notification under the GDPR.
The Dutch registries for .amsterdam and .frl gTLDs have decided not to provide public access to 
Whois records containing information about the registrants of domain names, as this would go 
against Dutch privacy law.
Cameroon faced another Internet shutdown amid renewed protests in its Anglophone regions.

Several countries have tabled a number of papers in preparation for the 11th Ministerial Confer-
ence (MC11) of the WTO, taking place in December, in Buenos Aires.
Russia is proposing a regulatory framework for cryptocurrency.  Concerns with money laundering 
and tax evasion are the main reasons for the proposed regulation, which is expected to be intro-
duced by the end of the year. In Ukraine, a new proposal aims to legalise all cryptocurrency trans-
actions in the country.  
At a meeting of the European Council, EU leaders agreed that companies needed to pay their fair 
share of taxes, and referred to the need for a global level playing field ‘in line with the work currently 
underway at the OECD’. This is considered a setback for the French President, who is planning to 
secure an EU agreement on revenue tax, independent of the OECD.  Meanwhile, the OECD has 
received public comments on new international tax rules.  The comments will contribute to an 
interim report, to be launched in April 2018 at the G20 Finance Ministers’ meeting.
The European Commission has found that Luxembourg provided illegal tax benefits to Amazon of 
around €250 million. The company needs to repay the sum as back taxes. It is expected to appeal.
Following a decision by Transport for London not to renew Uber’s licence in the UK capital,  the 
company has filed an appeal, which is expected to take months to be decided.  In Norway, Uber 
decided to suspend its unlicensed service UberPOP in Oslo, to give time for new regulations to be 
introduced in the country.
PwC’s Young Workers Index 2017 revealed that 30% of jobs in OECD countries are at risk of automation.

The US Supreme Court has decided to review Microsoft’s search warrant case,  while Ireland’s 
High Court announced it would ask the CJEU to determine whether the Standard Contractual Claus-
es introduced in the EU-US Privacy Shield provided enough data protection to European users.
In Australia, Google lost its appeal of an Australian court decision which held that Google had 
defamed a user by ‘publishing defamatory material about her in its search results’.  Once Google 
was notified with a request to remove the defamatory material from its search results, it was duty-
bound to act within a reasonable time.
London is planning a new cyber court to tackle cybercrime and fraud in the financial sector.
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http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
http://nic.amsterdam/whois-privacy/
http://www.konbini.com/ng/lifestyle/cameroon-is-shutting-down-the-internet-in-its-english-speaking-regions-again/
https://dig.watch/events/wto-ministerial-conference-2017
http://en.kremlin.ru/events/president/news/55813
https://www.google.com/url?q=https://themerkle.com/new-proposal-aims-to-make-cryptocurrencies-legal-in-ukraine/&sa=D&ust=1509214551761000&usg=AFQjCNHvauG3r9K3nUsJDlhCOTZZDxpJcA
https://dig.watch/updates/france-germany-italy-and-spain-push-tax-internet-giants
http://www.oecd.org/tax/beps/public-comments-received-on-the-tax-challenges-of-digitalisation.htm
http://europa.eu/rapid/press-release_IP-17-3701_en.htm
https://dig.watch/updates/uber-lose-its-licence-london
http://www.reuters.com/article/us-uber-britain/uber-embarks-on-legal-battle-to-retain-london-license-idUSKBN1CI14Y
http://uk.reuters.com/article/us-uber-norway/uber-suspends-unlicensed-service-in-norway-in-change-of-tack-idUKKBN1CE0BO
http://www.pwc.co.uk/economic-services/YWI/pwc-young-workers-index-2017-v2.pdf
https://blogs.microsoft.com/on-the-issues/2017/10/16/us-supreme-court-will-hear-petition-to-review-microsoft-search-warrant-case-while-momentum-to-modernize-the-law-continues-in-congress/
http://www.europe-v-facebook.org/sh2/HCJ.pdf
http://www.austlii.edu.au/cgi-bin/LawCite?cit=%5b2017%5d%20SASCFC%20130
https://www.lexology.com/library/detail.aspx?g=b9835ba5-1b96-4a5f-9545-623a40c616d6
http://www.telegraph.co.uk/news/2017/10/08/city-londoncyber-court-tackle-online-fraud-financial-sector/
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North Korea established a new Internet connection via the Russian TransTeleCom’s network, which 
now handles around 60% of North Korea’s traffic. The new connectivity makes the country’s net-
work more resilient against attacks and increases bandwidth capacity. Until now, the country was 
connected to the global Internet solely through China Unicom.
The ICANN Board has issued a new resolution on .amazon, asking the Governmental Advisory 
Committee whether it has any new or additional information regarding its previous advice that the 
applications for .amazon should not proceed.

The European Body of European Regulators for Electronic Communications (BEREC) has announced 
new initiatives on net neutrality.  It decided to develop a net neutrality opt-in measurement tool, to be 
used by national regulatory authorities (NRAs) and end-users to measure the quality of fixed or mobile 
Internet access services and detect potential illegal traffic management practices. It also adopted a net 
neutrality regulatory assessment methodology,  aimed to assist NRAs in monitoring and supervising 
the implementation of the new neutrality provisions outlined in EU’s Open Internet Regulation adopted 
in 2015.
The Federal Network Agency in Germany decided that Deutsche Telekom’s StreamOn service partially 
violates net neutrality rules, since the company does not treat video and audio services equally in con-
sumers’ mobile phone tariffs.

Estonia is working on legislation aimed to address the legal status of AI systems.  
An independent report commissioned by the UK government estimates that AI could add £630 
billion to the country’s economy by 2035, and outlines recommendations to transform the UK into 
‘the best place in the world for businesses developing and deploying AI to start, grow, and thrive’.
The United Arab Emirates has launched an AI strategy  and appointed a State Minister for Artificial 
Intelligence  – as part of a new cabinet – whose task is to ‘make the UAE the world’s best prepared 
for AI and other advanced technologies’. In its second annual report,  the AI Now Institute at the 
New York University has called for more accountability in AI systems. The report paid particular 
attention to the use of AI algorithms in areas such as criminal justice, healthcare, welfare, and edu-
cation, and drew attention to the dangers of bias and inaccuracy in such algorithms.
In its Policy Principles on AI,  the Information Technology Industry Council, representing leading 
technology companies such as Apple, Amazon Facebook, Google, and Microsoft, advises govern-
ments to ‘use caution before adopting new laws, regulations, or taxes that may inadvertently or 
unnecessarily impede the responsible development and use of AI’.
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http://dig.watch/briefings
https://dyn.com/blog/north-korea-gets-new-internet-link-via-russia/
https://www.icann.org/resources/board-material/resolutions-2017-10-29-en#2.a
http://berec.europa.eu/eng/document_register/subject_matter/berec/press_releases/7333-press-release-berec-moves-forward-on-future-monitoring-of-mobile-and-net-neutrality-issues-and-publishes-a-statement-on-nras-competencies
http://berec.europa.eu/eng/document_register/subject_matter/berec/download/0/7295-berec-net-neutrality-regulatory-assessme_0.pdf
https://www.broadbandtvnews.com/2017/10/09/regulators-deutsche-telekoms-zero-rating-service-partially-violates-net-neutrality/
https://www.bloomberg.com/news/articles/2017-10-10/skype-s-homeland-grapples-with-dilemma-of-robot-as-legal-person
https://www.gov.uk/government/publications/growing-the-artificial-intelligence-industry-in-the-uk
http://wam.ae/en/details/1395302639203
http://gulfnews.com/news/uae/government/mohammad-bin-rashid-reveals-reshuffled-uae-cabinet-1.2108934
https://assets.contentful.com/8wprhhvnpfc0/1A9c3ZTCZa2KEYM64Wsc2a/8636557c5fb14f2b74b2be64c3ce0c78/_AI_Now_Institute_2017_Report_.pdf
https://www.itic.org/public-policy/ITIAIPolicyPrinciplesFINAL.pdf

